
call-recording.com technical topology and protocol flows
Cisco CUCM on-premises recording with 2+ independent recorder appliances and outbound-only cloud connectivity

call-recording.com cloud

OUTBOUND-ONLY BOUNDARY
No inbound listener or NAT rule

CUSTOMER RECORDING TIER
VM appliance or supported cloud image

2+ independent appliances
Each is its own recording instance

ONLY REQUIRED INTERNET FIREWALL RULE
Recorder -> call-recording.com : TCP 443

HTTPS TCP 443 outbound: register - heartbeat - CDR - WAV upload

WSS TCP 443 outbound: live commands + configuration

CUSTOMER UC NETWORK
Cisco Unified Communications Manager

SCCP or SIP phone control

AXL SOAP over HTTPS - TCP 8443

SIP / SIPREC - UDP or TCP 5060

Forked RTP media (BIB / NBR) - negotiated UDP ports

PROTOCOL KEY HTTPS
TCP 443 outbound

Secure WebSocket
WSS TCP 443 outbound

AXL SOAP
HTTPS TCP 8443 internal

SIP / SIPREC
UDP or TCP 5060 internal

RTP media
G.711, G.722 and more

Journaled call logs and recordings queue locally for reliable delivery during network outages.
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